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Abstract

Artificial Intelligence (AI) has become an important component of many software ap-

plications. It has reached a point where it can provide complex and critical decisions in

our life. However, the success of most AI-powered applications is based on black-box

approaches (e.g., deep neural networks), which can create learned models that are able

to predict and make decisions. While these advanced models could achieve high accu-

racy, they are generally unable to explain their decisions (e.g., predictions) to users. As

a result, there is a pressing need for explainable machine learning systems in order to

be trustworthy by governments, organizations, industries, and users. This paper clas-

sifies and compares the main findings in the domain of explainable machine learning

and deep learning. We also discuss the application of Explainable AI (XAI) in sensitive

domains such as cybersecurity. In addition, we characterize each reviewed article on

the basis of the methods and techniques used to achieve XAI. This, in turn, allows us to

discern the strengths and limitations of the existing XAI techniques. We finally discuss

some substantial challenges and future research directions related to XAI.

Keywords: Explainable artificial intelligence, Machine Learning, Interpretability,

Trusted artificial intelligence

∗Corresponding author
Email addresses: adel.abu-sitta@polymtl.ca (Adel Abusitta),

miles.qi.li@mail.mcgill.ca (Miles Q. Li), ben.fung@mcgill.ca (Benjamin C. M. Fung)

Preprint submitted to Expert Systems with Applications July 3, 2024



1. Introduction

The latest advances in the Artificial Intelligence (AI) and Machine Learning do-

mains have led to their adoption in many complex and sensitive applications, including

those of autonomous cars, 5G connected mobile devices, smart robots, healthcare, AI-

powered cybersecurity, etc. (Bega et al., 2019; Miotto et al., 2018; Stilgoe, 2018).

Although they achieve promising results in terms of accuracy and reduce the need for

human interactions, most machine learning models are not able to provide a clear in-

terpretation about the decisions they make Rabiul Islam et al. (2021) Linardatos et al.

(2021). In other words, these approaches are “good” at extracting patterns and models

behind data, but they often cannot explain data correlation in a way useful for most

humans, and are therefore unable to present interpretable reasons of the prediction or

classification to users. As a result, analysts and decision makers are concerned about

the reliability of these complex black box systems DND (2021). In order for these sys-

tems to be trustworthy Kästner et al. (2021), it is important to integrate causality into

their design Knight (2021); Janzing et al. (2020). The problem of trust in AI systems

is complex and multidimensional since it is largely dependent on interactions between

humans and machines (Trunk et al., 2020). Gaining trust in these complex systems is

challenging and needs efficient and effective solutions to encourage public and private

sectors to accept these systems.

A “perfect” Machine Learning model is one that can produce accurate predictions,

and at the same time, describes in detail its predictions (i.e, provides an interpretation)

Gunning et al. (2019). There is a common belief among AI researchers and profession-

als that there is a trade-off between accuracy and interpretability in a machine learning

model (Arrieta et al., 2020; Rai, 2020). For example, linear models, such as Naive

Bayes and linear/logistic regression have excellent interpretability, but the accuracy

of these models is too low when they are used on complex and noisy data (e.g., im-

ages and malware data) Arrieta et al. (2020). On the other hand, deep neural networks

(DNNs) are more accurate than traditional machine learning models, but the decisions

of DNNs are mostly not interpretable to users (Camburu, 2020; Rabiul Islam et al.,

2021). Figure 1 illustrates the trade-off between accuracy and interpretability Alonso
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et al. (2018); Campagnolo & Sharkey (2021); Arrieta et al. (2020).

Figure 1: Trade-off between model accuracy and explainability Alonso et al. (2018); Campagnolo & Sharkey

(2021); Arrieta et al. (2020)

Explainable artificial intelligence (XAI) can be seen as a set of procedures and tech-

niques that can be applied and/or integrated to/into machine learning models in order

to make them explainable Samek & Müller (2019); Arrieta et al. (2020). To this end,

XAI-powered applications should not only provide accurate results, but also be able

to justify their results in a way that is understandable by humans and especially end

users. For example, in the context of XAI-powered cybersecurity, the machine learn-

ing technique should not only suggest that a given activity is an attack, but it should

also detail what features have been captured to support such a decision. Having XAI

allows humans (e.g., employees, users) to understand the decision and output (e.g.,

prediction) of their intelligent applications (Li et al., 2021b). This, in turn, encourages

governments and organizations to adopt these systems in developing sensitive and crit-

ical AI-powered applications (e.g., cybersecurity and healthcare) Knight (2021); DND

(2021); Arrieta et al. (2020).

Recently, many researchers in AI and other fields have started to find advanced

3



solutions to understand the behavior of machine learning systems in order to achieve

explainable solutions. To this end, new techniques have been proposed. These tech-

niques can be categorized into three types: model-agnostic, model-specific, and model-

semi-agnostic techniques Arrieta et al. (2020); Linardatos et al. (2021). The first can be

applied to any machine learning model Arrieta et al. (2020); Linardatos et al. (2021).

The second type of technique can be only applied to a specific machine learning model

such as deep neural networks Arrieta et al. (2020); Linardatos et al. (2021). Finally, the

last type of technique can be applied to a subset (not all) of machine learning models.

1.1. The Scope

This survey compares and classifies the main and recent findings in XAI. The selec-

tion of papers was done based on their importance. The importance is evaluated accord-

ing to the following factors: publication venues (e.g., impact factor, rank), number of

citations, and impact. We focus on these papers that can produce accurate predictions,

and at the same time, describe in detail its predictions (i.e., explanation). Additionally,

our paper includes XAI techniques that are proposed for data-driven machine learning

models (DMLM). Other XAI techniques that are not dedicated to DMLM are not in-

cluded in this paper because their goal is to cover all AI techniques. The difference

between XAI and interpretable machine learning (IML) is not addressed in this paper

as well, as it is out of the scope. Other surveys introduced the difference between

XAI and IML (e.g., Arrieta et al. (2020)). This survey also aims at summarizing exist-

ing solutions and identifying the main issues and challenges in XAI. Specifically, our

analysis leads to the recognition of four major problems to address:

• The need to find an acceptable balance between explainability and accuracy in

machine learning.

• The efficiency and scalability of XAI methods, as the size of data and number of

features need to scale largely in some critical applications.

• The protection of XAI against robust and ongoing adversarial attacks.

• The integration of XAI into existing machine learning platforms to help devel-

opers apply XAI efficiently.
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We also propose a few guidelines to address these challenges.

1.2. Contribution

The main contributions of this survey include:

• Proposing a new taxonomy for describing and comparing the recent and main

findings in XAI.

• Providing a detailed comparative analysis of existing literature on XAI.

• Identifying and presenting open issues and challenges related to XAI, and sug-

gesting guidelines on how to improve XAI solutions to address current and con-

tinuing challenges.

1.3. Organization

We organize this literature review as follows. In Section 3 and Section 5, we present

the applications of XAI in sensitive domains and propose a new taxonomy for organiz-

ing reviewed XAI approaches, respectively. Section 6 characterises reviewed papers

according to the proposed taxonomy. In Section 8, we discuss the challenges and cur-

rent issues related to XAI. Finally, Section 9 concludes the literature review.

2. Related Work

Popular XAI techniques and examples on credit default prediction were presented

by Rabiul Islam et al. (2021). They also discussed and analyzed the difference between

local and global XAI methods, as explored in studies by Angelov et al. (2021), Belle

& Papantonis (2021), and McDermid et al. (2021). Moreover, recommendations about

XAI in the context of human-centered AI were provided.

Linardatos et al. (2021) presented a literature review and taxonomy of XAI. They

focus on programming implementations of the existing XAI techniques. Furthermore,

they presented four categories for XAI techniques: techniques for interpreting black-

box models, techniques for building white-box models, techniques for fairness assur-

ance in AI, and finally, techniques for analysing the prediction sensitivity of the ma-
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chine learning models. Similarly, Adadi & Berrada (2018) presented a useful back-

ground in XAI. They focus on providing detailed information about what is XAI, why

we need XAI, and how to use XAI. They also provide a taxonomy about XAI.

Das & Rad (2020) provided a mathematical description of XAI approaches. They

also presented a new taxonomy (classification) of XAI techniques. The proposed tax-

onomy is essentially based on three dimensions: explanation scope, algorithm used,

and level of explanation. They also discussed the most important principles adopted in

XAI works. Furthermore, they presented a new framework for evaluating XAI algo-

rithms. Similarly, Guidotti et al. (2018) provided a taxonomy of techniques used for

explaining black box models.

Recently, Arrieta et al. (2020) presented a new survey of explainable artificial in-

telligence. They discussed the main concepts of XAI such as understandability, com-

prehensibility, and interpretability of XAI. They also proposed taxonomies of XAI.

In addition, they presented some challenges in responsible AI. Guidotti et al. (2021)

introduced principles of XAI. They discussed several techniques used for XAI in the

literature and elaborated their usability and applicability in real-world AI applications.

Vilone & Longo (2021) introduced the limitation of XAI formats (formats of ex-

planations). The provided some recommendations on how to create applicable and

realistic XAI techniques. Similarly, Langer et al. (2021) provided some recommenda-

tions on how to build XAI that satisfy and meet stakeholders’ desiderata Langer et al.

(2021).

More recently, Saranya and Subhashini Saranya & Subhashini (2023) reviewed 91

recent articles on XAI to explore its applications and development across healthcare,

manufacturing, transportation, and finance. The review, covering publications from

January 2018 to October 2022, was conducted using databases such as Scopus, Web of

Science, IEEE Xplore, and PubMed. XAI aims to enhance the transparency, trustwor-

thiness, and accountability of AI systems by providing explanations for their decisions

or predictions, addressing concerns over the opaque ”black box” nature and cumula-

tive complexity of traditional AI models. The findings serve as a roadmap for further

research, emphasizing the need for continued efforts to improve AI model explainabil-

ity in high-stakes applications. Similarly, Schwalbe et al. Schwalbe & Finzel (2023)
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present a unified taxonomy of XAI methods, integrating terminologies, concepts, and

approaches from over 50 prominent surveys. Their aim is to assist researchers and prac-

titioners in understanding, comparing, and selecting appropriate XAI methods based

on specific use-case requirements. While providing a comprehensive reference, the pa-

per’s limitation lies in its potential oversimplification of complex, nuanced distinctions

between methods due to the broad unification of diverse terminologies and concepts.

Another survey by Saeed et al. Saeed & Omlin (2023), also published recently,

presents a systematic meta-survey of XAI, focusing on the challenges and future re-

search directions in two key areas: general challenges and those specific to the machine

learning life cycle phases (design, development, and deployment). It consolidates scat-

tered insights from various reviews, offering a structured overview that aims to ad-

vance XAI’s transparency and adoption in critical domains. While the paper provides a

valuable guide for future exploration, its limitation lies in the potential for overlooked

nuances due to the broad categorization of challenges and directions, which may over-

simplify complex, context-specific issues in XAI.

In the context of the Internet of Things (IoT) domain, K”ok et al. Kök et al. (2023)

provided a systematic review of recent studies on Explainable AI (XAI) in IoT, ad-

dressing the need for transparency, interpretability, and responsibility in AI/ML mod-

els. The review classifies studies by methodology and application area, highlights chal-

lenges and open issues, and suggests future research directions. However, a limitation

of the review is its broad classification, which may overlook nuanced distinctions and

context-specific challenges within different IoT applications.

2.1. Summarization of the existing survey papers on XAI and their differences with the

proposed survey

In this section, we present a table (Table 1) summarizing existing works on surveys

of XAI. The table provides an overview of the Main Focus, Methodologies Covered,

Key Findings, and Gaps Identified in each survey paper. Additionally, we analyze the

scope of our research and highlight how our proposed survey distinguishes itself from

existing literature.

In this paper, we propose a novel taxonomy of XAI techniques, expanding upon
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Table 1: Summary of papers conducting surveys on XAI

Paper Main Focus Methodologies Covered Key Findings Gaps Identified

Rabiul et al. (2021) Survey of XAI approaches,

focusing on overcoming

lack of explainability in AI

”black box” systems.

Case study analysis (credit default

prediction), local and global per-

spectives of explainability, insights

on quantifying explainability.

Competitive advantages, merits,

and demerits of XAI methods; fu-

ture research directions for respon-

sible and human-centered AI sys-

tems.

Open challenges in XAI, need for

responsible and human-centric AI

systems.

Angelov et al. (2021) Analytical review of current

state-of-the-art in XAI, par-

ticularly in machine learning

and deep learning.

Historical introduction, taxonomy

of XAI, challenges based on Na-

tional Institute of Standards’ princi-

ples, review and analysis of recent

methods.

Challenges in achieving explain-

ability in AI systems; trends in XAI

methods; future research directions.

Need for methods aligned with

principles of transparency and trust-

worthiness.

McDermid et al.

(2021)

Overview of technical and

ethical dimensions of Artifi-

cial XAI.

Overview of XAI methods, align-

ment with stakeholder purposes, in-

tegration into AI development life

cycle.

Importance of integrating XAI into

AI development life cycle; frame-

work for accountability and ethical

decision-making.

Further integration and application

of XAI methods to enhance trans-

parency and interpretability in AI

systems.

Belle et al. (2021) Principles and practices of

Explainable Machine Learn-

ing (ML), focusing on un-

derstanding decisions and

enhancing trust in AI sys-

tems.

Survey of data-driven methods

(ML, pattern recognition), distil-

lation of results and observations

from literature.

Impact of ML in various domains;

concerns about model drawbacks

and biases; survey aimed at educat-

ing industry practitioners and data

scientists.

Gap in awareness among practition-

ers about emerging academic ap-

proaches; need for better tools and

practices in applying XAI methods.

Kok et al. (2023) Review of XAI models and

applications within the IoT

domain.

Systematic review categorizing

studies based on methodology and

application areas of XAI in IoT.

Applications and challenges of XAI

in IoT; future directions and open

issues for research in integrating

XAI into IoT applications.

Need for defining and integrating

XAI into IoT applications; guid-

ance for future research in XAI

within IoT contexts.

Saeed et al. (2023) Systematic meta-survey of

challenges and future oppor-

tunities in XAI.

Meta-survey of challenges and re-

search directions in XAI, orga-

nized around general and lifecycle

phases (design, development, de-

ployment).

Consolidated challenges and re-

search directions in XAI; guide for

future exploration and development

in the field.

Organized approach needed to ad-

dress challenges in XAI; specific re-

search needs across different phases

of AI lifecycle.

Schwalbe et al.

(2023)

Comprehensive taxonomy

of XAI methods based

on existing surveys and

taxonomies in literature.

Structured literature analysis, meta-

study of over 50 surveys on XAI

methods, merging terminologies

and concepts into unified taxonomy.

Unified taxonomy of XAI methods;

practical tool for selecting methods

based on use-case contexts; founda-

tions for future research.

Need for a unified taxonomy to aid

in selecting appropriate XAI meth-

ods; future research directions in

context-sensitive XAI applications.

Saranya et al. (2023) Systematic review of recent

developments and trends in

XAI models and applica-

tions.

Systematic literature review of

91 articles on XAI, focusing on

methodologies, applications in

healthcare, manufacturing, trans-

portation, finance.

Developments and applications of

XAI in various fields; need for

transparency and accountability in

AI systems; roadmap for future

XAI research.

Need for increased transparency

and accountability in AI systems;

future directions for research in

XAI applications across different

sectors.

Vilone et al. (2021) Classification of XAI meth-

ods based on their output

formats.

Systematic review and hierarchical

classification of XAI methods, fo-

cusing on explanation formats.

Practical classification system for

selecting explanation formats; chal-

lenges in current explanation for-

mats; future research directions in

improving XAI evaluation.

Need for improved explanation for-

mats; challenges in selecting ap-

propriate XAI methods for specific

problems.

Das et al. (2020) Opportunities and chal-

lenges in XAI: A survey.

Taxonomy and categorization

of XAI techniques, mathemati-

cal summaries of seminal work,

evaluation of explanation maps

generated by XAI algorithms.

Various XAI techniques and their

applications; limitations and future

directions for improving XAI eval-

uation and trustworthiness.

Complexity and ”black box” nature

of AI models; limitations in cur-

rent XAI approaches for critical do-

mains like healthcare.

Arrieta et al. (2020) Concepts, taxonomies, op-

portunities, and challenges

in XAI for responsible AI.

Literature review, taxonomy of XAI

contributions, historical timeline of

landmark studies, evaluation of ex-

planation maps from XAI algo-

rithms.

Overview of XAI concepts, tax-

onomies, and challenges; emphasis

on responsible AI deployment; fu-

ture directions for advancing XAI

in critical domains.

Challenges in integrating XAI into

critical domains; future prospects

for responsible and accountable AI

systems.

Guidotti et al. (2018) Methods for explaining

black box models in deci-

sion support systems.

Classification of problems, defini-

tions of interpretability, approaches

for providing explanations for black

box systems.

Categorization of approaches to

open black box models; perspec-

tives on interpretability and expla-

nation in various application do-

mains.

Need for comprehensive solutions

for interpreting black box models;

ongoing research questions in inter-

pretability and explanation.

Linardatos et al.

(2021)

Review of machine learn-

ing interpretability methods

within the field of XAI.

Literature review, taxonomy of in-

terpretability methods, links to pro-

gramming implementations.

Various methods for explaining and

interpreting machine learning mod-

els; complexity and ”black box” is-

sues in advanced AI models.

Difficulty in adopting AI in sensi-

tive domains due to lack of inter-

pretability; scientific interest in de-

veloping XAI methods for practical

deployment.
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recent advancements and emphasizing model-semi-agnostic approaches. Our study

encompasses a comprehensive review of recent literature, highlighting new method-

ologies in XAI. We conduct a comparative analysis of state-of-the-art XAI methods

within this taxonomy. Additionally, we address key challenges in XAI and propose

practical guidelines to mitigate these issues.

Our analysis identifies four critical challenges that must be addressed in the ad-

vancement of XAI:

Firstly, achieving a delicate balance between explainability and accuracy is paramount

in machine learning. This equilibrium ensures that AI models not only deliver precise

outcomes but also provide transparent explanations of their decisions.

Secondly, the efficiency and scalability of XAI methods are essential, especially as

datasets and the complexity of applications grow. Scalable methods are necessary to

handle large volumes of data and diverse feature sets effectively.

Thirdly, safeguarding XAI against robust and persistent adversarial attacks is cru-

cial for maintaining the reliability and trustworthiness of AI systems. Ensuring that

explanations remain robust in the face of adversarial attempts is imperative.

Lastly, integrating XAI seamlessly into existing machine learning frameworks is

essential for widespread adoption. This integration streamlines the application of XAI

techniques, making them accessible and practical for developers across various do-

mains. Addressing these challenges will pave the way for more transparent, reliable,

and effective AI systems in critical applications.

3. XAI in AI-powered applications

The use of machine learning models in many critical applications such as cyber-

security and healthcare has led to growing concerns about the possibility of trusting

these models Knight (2021); DND (2021). While promising results (i.e., accuracy) can

be achieved using advanced machine learning models such as deep neural networks,

these models cannot explain their results Arrieta et al. (2020); Linardatos et al. (2021).

In other words, these approaches can extract useful patterns and models behind com-

plex malware and cyber-attacks, but they often cannot explain data correlation in a
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way useful for most humans. As a result, people, decision makers, and employees

are concerned about the reliability of these “black box” systems when applied to crit-

ical decisions related to cybersecurity, especially in important sectors (Rai, 2020). In

this section, we focus on the cybersecurity domain, as it is considered one of the most

sensitive domains Usman et al. (2019).

For example, as can be seen in Figure 2 (Today), the organization trains a deep

neural network on a dataset that consists of malware (or malicious software). Malware

is a program written by an attacker to harm computer programs’ users, companies, and

critical IT infrastructures. It can corrupt benign programs and operating systems, block

network connections, steal sensitive and private information from users and organiza-

tions, and demand ransom after encrypting critical files on a computer.

The objective is to build an AI-powered malware detection system (Figure 2 -

Today). Since some malware are complex and can be obfuscated by the attackers using

anti-analysis techniques (Abusitta et al., 2021), the application of deep neural networks

is useful to build a robust AI-powered malware detection system (Abusitta et al., 2021).

The term ”robust” means that it is able to extract effective and robust features that are

able to detect malware under changing and obfuscated environments (Abusitta et al.,

2021). The output of the training process is a learned model that is able to inform the

end user whether a suspicious file is malware or not. Note that the end user does not

know what the system did inside before providing the user with the decisions. As a

result, the end user may be concerned about the correctness of the decisions, especially

if the system is not able to answer important questions such as: Why did you say that?

How did you know? Why not something else? How can I trust you?

The aforementioned concerns have led the research community to think about a

new AI-powered application, called an ”explainable” AI-powered application. As can

be seen in Figure 2 (Tomorrow), the system is not only able to say whether a suspicious

file is malware or not, it also gives interpretation about why such a decision has been

made. In fact, to gain trust in AI-driven systems, it is important to integrate “causal-

ity” into AI Knight (2021); DND (2021). The problem of trust in these autonomous

systems is complex and multidimensional since it is largely dependent on interaction

between humans and machines. Gaining trustworthiness in these complex systems is
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Figure 2: An example of Explainable AI in Cybersecurity: AI-powered Malware Analysis

problematic and requires solutions to encourage acceptance by private and public sec-

tors.

3.1. Other Applications

XAI holds significant promise in the realm of theft detection within machine learn-

ing applications. By employing XAI techniques, such systems can offer insights into

the decision-making processes of the models, which are pivotal for comprehending and

enhancing their efficacy. XAI facilitates the analysis of feature importance, enabling

the identification of pivotal variables driving theft indicators. Moreover, it enables the

interpretation of complex models, aiding analysts in understanding the rationale behind

model predictions. Through anomaly detection explanation, XAI elucidates why cer-

tain behaviors are deemed suspicious, offering valuable context for investigations. Ad-

ditionally, counterfactual explanations generated by XAI shed light on how alterations

in input variables could impact theft detection outcomes, fostering proactive prevention

strategies. In human-in-the-loop systems, XAI fosters collaboration between analysts

and models, promoting iterative refinement and validation of predictions. Furthermore,

XAI ensures regulatory compliance by providing transparent explanations for model

decisions, aligning with data privacy and accountability mandates. By detecting and
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mitigating training data biases, XAI enhances fairness and effectiveness in theft detec-

tion, contributing to more reliable outcomes. In essence, XAI serves as a cornerstone

in fortifying the transparency, accountability, and efficiency of theft detection systems,

empowering analysts to comprehend, validate, and optimize machine learning models

in combating theft and fraud.

XAI can also offer valuable tools for enhancing price prediction models in various

domains. By employing XAI techniques, analysts gain insights into the factors driving

price predictions, enabling more informed decision-making. One significant advantage

is feature importance analysis, which helps prioritize relevant variables and optimize

data collection efforts. Moreover, XAI facilitates the interpretation of complex mod-

els, shedding light on the relationships between input features and predicted prices.

With explanations for individual predictions, users can understand the rationale behind

model outputs, aiding risk management and strategic planning. XAI also aids in bias

detection, ensuring fairer predictions by identifying and mitigating biases in training

data. Scenario analysis becomes feasible through XAI’s capability to generate coun-

terfactual explanations, allowing analysts to explore the impact of variable changes

on price forecasts. Furthermore, human-in-the-loop systems benefit from XAI’s inter-

pretability, fostering collaboration between analysts and models for continuous refine-

ment. Lastly, XAI supports regulatory compliance by providing transparent explana-

tions for model decisions, aligning with data privacy and accountability requirements.

In essence, XAI empowers analysts to develop more transparent, reliable, and effective

price prediction models across various industries, facilitating better decision-making

and risk management.

4. Importance, Classification, and Target Audience

This section presents the importance of our approach in surveying and classifying

recent findings in Explainable AI (XAI), explains why this classification is crucial,

and identifies the target audience who will benefit from it. Our comprehensive survey,

which introduces a new taxonomy for XAI techniques, helps organize and synthesize

critical information, facilitating easier navigation and understanding of the field. By
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addressing key challenges such as balancing explainability and accuracy, efficiency,

security, and integration, our work provides valuable guidelines for future research

and practical applications. This classification is essential for researchers, practitioners,

policy makers, and educators, offering them a structured framework to advance the

development and implementation of effective and transparent AI systems.

4.1. Importance of the Approach

The paper’s approach of providing a thorough survey and classification of the main

and recent findings in XAI is crucial because it focuses on the significance of these

findings based on factors like publication venues, citation counts, and impact. This

ensures that the survey includes highly influential research, giving readers a curated

overview of the most critical developments in XAI. By systematically classifying and

comparing these findings, the paper helps organize the vast array of research in this

field, making it easier for researchers and practitioners to navigate the literature.

Introducing a new taxonomy for describing and comparing XAI techniques is an-

other vital aspect of this paper. This taxonomy helps in understanding the relationships

and differences between various XAI methods, facilitating a more structured and com-

prehensive view of the field. Such a systematic classification is essential for making

sense of the diverse approaches and innovations in XAI, and it aids in identifying gaps

and opportunities for further research.

The paper’s focus on data-driven machine learning models (DMLM) is particularly

relevant as these models are extensively used in real-world applications. By concentrat-

ing on XAI techniques specifically designed for DMLM, the paper narrows its scope

to the most practical and impactful applications of XAI, ensuring that the findings are

directly applicable to contemporary machine learning practices.

Additionally, the paper identifies four major challenges in XAI: balancing explain-

ability and accuracy, ensuring efficiency and scalability, protecting against adversarial

attacks, and integrating XAI into existing platforms. Recognizing these challenges and

proposing guidelines to address them provides valuable direction for future research

and development in XAI, helping to advance the field towards more practical and ro-

bust solutions.
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Providing a detailed comparative analysis of state-of-the-art XAI methods based

on the proposed taxonomy is crucial for understanding the strengths and weaknesses

of different approaches. This analysis helps in identifying which methods are best

suited for specific applications, thereby aiding researchers and practitioners in making

informed decisions about the tools and techniques they use.

4.2. Importance of This Classification

The new taxonomy and comparative analysis presented in this paper serve as a

roadmap for future research in XAI. By highlighting underexplored areas and promis-

ing directions, the paper guides researchers towards new and innovative solutions. This

classification also provides a clear understanding of the current state of XAI, helping

to identify gaps and opportunities for further advancements.

For practitioners in the field of machine learning and AI, this classification of-

fers a comprehensive overview of available XAI techniques and their applicability.

This information is essential for selecting appropriate methods to enhance the trans-

parency and interpretability of machine learning models, especially in critical applica-

tions where understanding the model’s decisions is crucial.

Establishing a common taxonomy helps to standardize the terminology and con-

cepts in XAI. This standardization is vital for clear communication and collaboration

among researchers and practitioners, facilitating a more coherent and unified develop-

ment of the field. Such a common framework also aids in the education and dissemi-

nation of knowledge about XAI.

Addressing the challenges of explainability, efficiency, security, and integration

contributes to making XAI techniques more robust and practical. This enhances the

trust and adoption of AI systems in critical applications where interpretability is paramount,

such as healthcare, finance, and autonomous systems. By improving these aspects, the

paper helps ensure that AI systems are both effective and explainable, thereby increas-

ing their acceptance and use.

4.3. Audience

Researchers in the field of AI and machine learning benefit greatly from the com-

prehensive survey, new taxonomy, and identification of open issues provided by this
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paper. This information guides their investigations and contributes to the advancement

of the field, helping them to focus on the most critical challenges and opportunities in

XAI.

Practitioners and developers in AI and machine learning gain valuable insights from

this paper into the most effective XAI techniques and how to apply them. The guide-

lines provided can help them integrate XAI methods into their existing workflows,

improving the transparency and accountability of their models. This practical guid-

ance is essential for enhancing the usability and effectiveness of AI systems in various

applications.

Policy makers and regulators concerned with the ethical and transparent use of AI

can use the findings and guidelines from this paper to inform policies and standards

for AI deployment. Ensuring that AI systems are both effective and explainable is

crucial for maintaining public trust and compliance with ethical standards, and this

paper provides the necessary insights to support these goals.

Educators and students in AI and machine learning can use this survey as a valu-

able learning resource. The structured presentation of information aids in teaching

and understanding the current state of XAI, its challenges, and future directions. This

resource is essential for developing a new generation of researchers and practitioners

who are well-versed in the principles and practices of explainable AI.

5. Taxonomy of Explainable Machine Learning

We present in this section the proposed taxonomy of explainable AI. Figure 3 shows

that XAI techniques can be divided into two categories: interpretable models and post-

hoc interpretations. The post-hoc interpretation itself is divided into three categories:

model-agnostic, model-specific, and model-semi-agnostic techniques.

5.1. Interpretable models

A machine learning model is considered interpretable (or transparent) if its predic-

tions can be understood easily Vellido et al. (2012); Guidotti & Ruggieri (2019). In

the literature, there are several interpretable models such as linear/logistic regression
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Figure 3: The proposed taxonomy

(Hoffrage & Gigerenzer, 1998; Bursac et al., 2008; Jaccard & Jaccard, 2001; Peng

et al., 2002), decision trees (DT ) (Laurent & Rivest, 1976; Utgoff, 1989; Quinlan,

1986; Maimon & Rokach, 2014; Rovnyak et al., 1994; Nefeslioglu et al., 2010), and

rule-based learning (Johansson et al., 2004a; Quinlan, 1987). In order for a machine

learning model to be interpretable, at least one of the following three properties have to

be achieved: Simulatability, Decomposability, and Algorithmic Transparency (Lipton,

2018). Below we describe these properties.

Simulatability. Simulatability is the property that someone (i.e., a human) can go

through the machine learning model’s steps and understand them Peng et al. (2022);

Lage et al. (2019). Therefore, a human can check whether each model’s step is rea-

sonable to her/him or not. Logistic/linear models, decision trees, rule based models,

and Bayesian models can be considered interpretable models based on the above def-

inition. The computation that these models need in order to make decisions and/or
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to predict something is easy to understand and interpret. For example, in the linear

model, there is a direct mapping between two correlated variables (dependent and in-

dependent variables). The linear relationship between these variables makes this model

understandable and hence interpretable. Moreover, a decision tree with a few nodes is

understandable if someone traverses the tree.

One should note that if the machine learning model is not simulatable, it would be

very difficult to understand, even if it is simple. For example, a huge number of simple

rules would not allow a human to guess its predictions Vaishak & Ioannis (2021).

Decomposability. Decomposability is testing interpretability with respect to a

model’s sub-components Slack et al. (2019); Lu et al. (2019). For example, consider

a DT , whose nodes correspond to understood factors. The prediction of a DT can be

easily explained in terms of what decisions are made at the tree’s various nodes.

Algorithmic Transparency. A machine learning algorithm is considered explain-

able if its decisions are explainable by humans Peng et al. (2022); Ahmad et al. (2018).

In other words, it consists of preferred properties that can be understood by a human.

To this end, the algorithm should rely on mathematical techniques and tools to pro-

vide proof and to make the model easy to understand Peng et al. (2022). Examples of

algorithmic transparency are logistic/linear models and Bayesian models.

5.2. Post-hoc Interpretation

In the previous section, we have seen that the simplest way to obtain explainable

machine learning is to use simple and/or linear models such as linear/logistic regression

and decision trees. These models have good interpretability, but the accuracy obtained

using these models is too low, especially when applied on complicated data Arrieta

et al. (2020); Samek et al. (2017).

As a result, there is a pressing need for post-hoc interpretation, which are methods

used to provide interpretation to complex models such as deep neural networks. We

classify post-hoc interpretation into three types: model-agnostic, model-specific, and

model-semi-agnostic techniques.
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5.2.1. Model-agnostic techniques

Model-agnostic techniques are techniques that can be used with any machine learn-

ing models. In particular, these techniques only consider the inputs and outputs of

machine learning models and try to understand the relation between them. Below we

describe the main model-agnostic techniques in the literature.

Permutation Feature Importance. The permutation feature importance method, as elu-

cidated in several studies (Datta et al., 2016; Adler et al., 2018; Koh & Liang, 2017),

offers a robust approach to assessing the significance of features in machine learning

models. The fundamental concept involves determining the importance of a feature

by measuring the increase in prediction error of the machine learning model when the

feature’s values are randomly permuted (Fisher et al., 2019).

In essence, the rationale is straightforward: if shuffling the values of a feature re-

sults in a notable increase in the model’s error, it indicates that the model heavily relies

on that feature for accurate predictions (Fisher et al., 2019). Conversely, if there’s min-

imal change in the model’s error upon shuffling the feature’s values, it suggests that the

feature is less influential in the predictive process and may be deemed ”unimportant.”

Moreover, the determination of feature importance can also be approached through

metrics like ’Gain,’ a method commonly utilized in prominent machine learning li-

braries such as ’scikit-learn’ for various decision tree-based algorithms. This approach

is also the default method employed to compute feature importance in frameworks like

XGBoost Abu-Rmileh (2019). By quantifying the gain or loss in predictive perfor-

mance associated with each feature, practitioners gain insights into the relative signifi-

cance of different features within their models, thereby facilitating informed decision-

making in feature selection and model refinement processes.

The main advantage of the permutation feature importance approach is that it gives

good and reasonable interpretations. In fact, it makes sense that the feature importance

is related to the increase in a machine learning model’s error (Molnar, 2020; Adadi &

Berrada, 2018). However, the main disadvantage of the permutation feature importance

approach is that there is no clear vision about the kind of data that should be used. In

other words, it is unclear whether we should use test data or training data to determine
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the feature importance. Another disadvantage of this approach is that in most cases,

features are mathematically correlated, which makes the permutation feature impor-

tance biased by unrealistic data instances (Rudin, 2019; Molnar, 2020). In addition, it

is a time-consuming process to permute the whole set of features and run the model

many times.

It is worth mentioning here that Rudin (2019) urges to stop explaining black box

machine learning models for high stakes decisions and use inherently interpretable

models instead, because the black box model may cause great harm to society Rudin

(2019). We do not fully agree with this message because the use of inherently inter-

pretable models tend to produce inaccurate decisions, especially if applied to complex

systems (e.g., healthcare, criminal justice). Moreover, there are not enough practical

results (evidences) that show interpretable models could replace black box models in

critical applications. Having inaccurate results would also cause great harm to society.

Surrogate Models. This XAI approach exploits an interpretable model (e.g., Decision

Tree) to interpret an uninterpretable black-box model. To achieve this, an interpretable

model should be trained to approximate the decisions provided by the black box model.

After training, we measure how close the interpretable machine learning model (surro-

gate model) is to the black-box model.

The surrogate model approach has been adopted by several works (e.g., (Craven,

1996; Ribeiro et al., 2016b; Su et al., 2015; Che et al., 2016)). The overall steps to

achieve a surrogate model are as follows. First, select a dataset D, which has been

adopted for training the black box. Secondly, obtain the prediction of the model (i.e.,

black-box model) using the selected data D. Thirdly, choose any type of interpretable

models (e.g., DT). Fourthly, train the interpretable model on the same data D and find

its prediction. Finally, the interpretable model becomes the surrogater that can be used

to explain the original model Danilevsky et al. (2020); Islam et al. (2021). Figure 4

shows an example of the surrogate model. In Figure 4, the decision tree is trained to

approximate the decisions provided by the deep neural networks

One should note that the surrogate model can be applied globally (as shown above)

or locally (i.e., local surrogate model) (Danilevsky et al., 2020; Islam et al., 2021; Mol-
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nar, 2020). In the local surrogate model, the objective is to discern why the AI model

made a certain or specific prediction. The steps used to achieve this are as follows.

First, select the instances (points) for which you would like to have an interpretation of

the black-box prediction. Secondly, add noise to your data and obtain the predictions of

the black box using the new points. Thirdly, find the weight of the new samples based

on their closeness to the instances. Fourthly, train the interpretable model on the data

with the variations. Finally, interpret the results (predictions) by explaining the gener-

ated local model (Danilevsky et al., 2020; Islam et al., 2021; Molnar, 2020). There are

two advantages of using the surrogate model: flexibility and diversity in explanation.

In fact, any interpretable model can be adopted as a surrogate model Seungjun (2022),

so it provides users with flexibility. Besides, multiple interpretable models can be used

to explain the black-box model, which leads to diversity in explanation. The diversity

in explanation allows us to better understand black-box models Seungjun (2022).

The disadvantage of this kind of method is that the surrogate models cannot per-

fectly approximate the black-box model. Their expressive ability is more limited than

the black-box models, which are hard to explain by themselves.

Figure 4: The surrogate model

Game theoretic-based model. The idea of a game theoretic-based explainable model

is to consider each feature value as a player in a game (e.g., (Lundberg & Lee, 2017;

Amoukou et al., 2021; Messalas et al., 2019). In other words, a machine learning

prediction can be interpreted by considering each value in the feature as a player and
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the prediction as the payout. To this end, the Shapley value concept is adopted (Winter,

2002; Roth, 1988), which is a method used in the literature of cooperative game theory

that calculates the (weighted) average of all the marginal contributions of players (i.e.,

feature values) to all possible coalitions.

The game theoretic-based model provides a mechanism to measure the importance

of each feature with respect to a given prediction. Specifically, it explains the predic-

tion of an input x by computing individual feature contributions towards that output

prediction. This can be done by formulating the feature values as players in a coalition

game Tallón-Ballesteros & Chen (2020); Fryer et al. (2021). Next, the Shapley values

are computed for all feature values. The feature that has the highest Shapley value is

considered the most important feature and vice versa Fryer et al. (2021).

The main advantage of the game theoretic-based model is that it provides fair dis-

tribution among the feature values, that is, the explanation is not biased against any

feature Fryer et al. (2021); Molnar (2020). Moreover, since this approach is based on

game theory, it provides a solid theoretical guarantee Lundberg et al. (2020). However,

the main limitation of this approach is that it requires a lot of computation time. This

is due to the fact that calculating the Shapley values is intractable if we have a huge

number of features (Roth, 1988).

Visualization approach. The visualization approach adopts visualization techniques to

achieve explainable machine learning. In the literature, there are two famous visualization-

based methods: partial dependence plot and accumulated local effect plot. The partial

dependence plot is used to show the marginal effect of features (one or two features)

on the machine learning model’s outputs Friedman (2001). On the other hand, the

accumulated local effect plot shows how features affect the model’s outputs on aver-

age Apley & Zhu (2020). Recently, Goldstein et al. (2015) proposed a visualization

tool based on Individual Conditional Expectation (ICE) plots, which can be used to

visualize the model learned by any supervised machine learning algorithm. Cortez &

Embrechts (2011) designed a set of visualization methods based on Global Sensitivity

Analysis, which provides an explanation of a black-box machine learning model. Sim-

ilarly, Cortez & Embrechts (2013) proposed three visualization techniques based on
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data-based, Monte-Carlo, and cluster-based Sensitivity Analysis. They also proposed a

new visualization method based on Average Absolute Deviation (Zhang, 2016). While

visualization techniques could be used to achieve an understandable explanation of

machine learning through the uncovering of heterogeneous relationships of features,

they are generally unable to display (or visualize) all features and/or the relationship

between features.

Example-based approach. The example-based approach provides examples that can

be used to gain insights into the machine learning predictions. For instance, Kanehira

& Harada (2019) show examples that reflect the capability of the learned model in dis-

tinguishing instances, even if the instances are slightly different. Koh & Liang (2017)

have shown the ability to identify instances (from the training data) that had significant

influence on the model prediction. The main advantage of the example-based approach

is that it gives a clear and reasonable interpretation. This is due to the fact that it helps

us construct logical (or mental) models of the AI models using examples (Molnar,

2020; Cai et al., 2019). However, the main limitation of this approach is that in some

cases, we may have multiple inconsistent interpretations (Cai et al., 2019; van der Waa

et al., 2021; Molnar, 2020).

5.2.2. Model-specific techniques

In the previous section, we presented model-agnostic approaches for interpretation,

which can be used to explain any machine learning model. We have shown that these

approaches provide flexibility to the AI developers by letting them only focus on the

input and output of the learned model. In the literature, there are other techniques that

are designed only for specific machine learning models (model-specific techniques).

For example, Chaves et al. (2005) created a new approach that allows us to produce

fuzzy rules for the support vectors of the learned model of the SVM (Jakkula, 2006).

Similarly, Barakat & Bradley (2007) and Barakat & Diederich (2008) proposed using

rule-based models instead of fuzzy rules. These models allow them to create rule-based

models from the support vectors of the model that has been trained.

Yu et al. (2021) proposed an XAI method for random forest. They introduced

a framework to overcome the feature importance bias caused by small datasets. To
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this end, they propose to use feature interaction networks, reveals hidden interactional

factors, and boosts model interpretability Yu et al. (2021).

Zeiler et al. (2011), Zeiler et al. (2010), and Zeiler & Fergus (2014) proposed a

new network called “DeconvNet”. The purpose of this network is to reconstruct the

maximum activation at each layer output in a Convolutional Neural Network (CNN)

(O’Shea & Nash, 2015). Having these reconstructions enables us to form a useful idea

about which parts of the data (e.g., images) generated that activation. In other words,

it gives an idea about the parts of data that have an overall effect.

Bach et al. (2015) proposed a visualization technique to vistualize the contribution

of each pixel of the image to the prediction. To this end, they adopted a Layer-wise Rel-

evance Propagation method, which is used to find points that are close to the predicted

point. Among other approaches, Zhang et al. (2018) proposed using a loss function for

each CNN’s filter. This is useful to allow each filter to learn a specific component and

thus enhance the network explainability. Their results show that the learned patterns

are much more explainable compared to the vanilla CNN.

In the context of recurrent neural networks (RNNs) (Medsker & Jain, 2001; Choi

et al., 2016) proposed a REverse Time AttentIoN (RETAIN) framework, which is

used to detect influential previous patterns through the adoption of a two-level atten-

tion model. Similarly, Wisdom et al. (2016) integrated the Sequential Iterative Soft-

Thresholding Algorithm (SISTA) into the RNN to build an interpretable RNN. The

SISTA helps model the sequence of connected observations with the other sequence

called Sparse Latent Vectors (SLV). This, in turn, makes the RNNs much more inter-

pretable. Similarly, Krakovna & Doshi-Velez (2016) integrate Hidden Markov Model

(HMM) into the RNN to achieve a trade-off between accuracy (obtained from RNN)

and interpretability (obtained from HMM).

A visualization method for building explainable RNNs is proposed by Karpathy

et al. (2015). The proposed framework is based on n-grams that are used to distinguish

explainable cells within GRUs (Gated Recurrent Units) and Long Short-Term Memory

(LSTM).

For Multilayer Perceptrons (MLPs), Shrikumar et al. (2016) proposed a new frame-

work called DeepLIFT, which is used to compute the difference between a neuron’s
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activation and its predefined reference activation. By comparing the difference, the

contribution scores of each neuron can be assigned. In the context of the simplification

approach, Che et al. (2016) proposed a new method that is used to obtain an explain-

able model using gradient trees (Che et al., 2016). Similarly, Thiagarajan et al. (2016)

present a new approach for building features hierarchically. This new format simplifies

the MLP model and thus makes it more interpretable. (Montavon et al., 2017) used the

approach of feature relevance by decomposing the MLP’s prediction into correspond-

ing inputs. To this end, they assume that each MLP’s neuro is a decomposable object

(Montavon et al., 2017).

Other specific-based techniques in the literature use a concept-based approach. The

goal of the concept-based approach is to quantify the importance of features that are de-

fined by a user’s concept (high-level concept). For example, Kim et al. (2018) proposed

Concept Activation Vectors (CAVs), which are used to explain a neural network’s state

in terms of human concepts (Kim et al., 2018). In other words, they look into the neu-

ral network’s high-dimensional internal state. Recently, Akula et al. (2020) proposed

Conceptual and Counterfactual Explanations (CoCoX), which is a model used to ex-

plain decisions generated by a CNN. CoCoX interprets decisions made by a CNN using

fault-lines, which provide explanations that are easy to understand by humans.

In the context of cybersecurity, Li et al. (2021b) proposed an Interpretable MAlware

Detector (I-MAD), which provides interpretability while at the same time achieving

state-of-the-art performance on malware detection. Its top layer classification module

is called an interpretable feed-forward neural network (IFFNN). It has the expressive

ability of a multi-layer feed-forward neural network and the interpretability of logistic

regression through providing an impact value of each feature related to the classifica-

tion result Li et al. (2021a).

In summary, the main advantage of model-agnostic XAI over model-specific XAI

is that it gives flexibility to machine learning developers. This is due to the fact that it

can be applied on any model. However, model-specific XAI has an absolute advantage

in giving high performance when applied to a specific model.
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5.2.3. Model-semi-agnostic techniques

The model-semi-agnostic techniques are techniques that can be applied to some

classes (families) of machine learning models. Most of these techniques are used to

provide interpretations to different deep learning architectures. For example, Sun-

dararajan et al. (2017) proposed an axiomatic approach (sensitivity) for attributing the

prediction of a deep neural network. This approach can be applied on any deep network

architecture. The proposed approach is based on integrated gradients that attribute the

prediction of a deep network to its inputs.

Another model-semi-agnostic technique is proposed by Erhan et al. (2009). They

propose a new framework for obtaining useful qualitative interpretations of high-level

features, which are represented by deep networks. To do this, they compared many

methods applied on Deep Belief Networks (Hinton et al., 2006; Hinton, 2009) and

Stacked Denoising Autoencoders (Vincent et al., 2010) that were trained on a set of

datasets. Their results show that interpretation would be possible at the unit level.

Mahendran & Vedaldi (2015) proposed a new framework for understanding deep

data representations by inverting them. To this end, they proposed a general method to

invert representations. They also studied the inverse of recent CNNs’ image representa-

tion. Their results show that the visualisations shed light on the data represented at each

layer. Similarly, Dosovitskiy & Brox (2016) show that inverting a deep network trained

on a large dataset (e.g., ImageNet) provides many useful insights into the characteris-

tics of the representation of features learned during the training. More specifically,

they show that some features, such as colors, can be reconstructed in higher layers by

applying activation.

Yosinski et al. (2015) propose two tools for understanding deep networks through

deep visualization. The first tool is used to visualize the activation generated on each

network’s layer. They have found that by observing the change of activation according

to user input, it would be possible to perceive how the deep network works. The sec-

ond tool allows the visualization of features at each network’s layer using regularized

optimization. They presented some regularization techniques that can be combined to

generate more interpretable visualizations.
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6. Characterization of Surveyed Papers

This section characterizes each reviewed paper. Table 2 provides information about

the approach and category used for each paper and provides more details about the main

procedure(s) used for each paper.

Table 2: Comparison Summary.

Begin of Table

Work(s) Category Approach Description

Letham et al.

(2015) Kim

et al. (2014)

Transparent Specific Uses Bayesian model

for interpretation.

Caruana et al.

(2015)

Transparent Specific Uses generalized lin-

ear model for inter-

pretation.
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Continuation of Table 2

Work(s) Category Approach Description

Ribeiro et al.

(2016a) Aung

et al. (2007)

Tan et al.

(2018)Jo-

hansson et al.

(2004a) Jo-

hansson et al.

(2004b)Konig

et al. (2008)

Lakkaraju

et al. (2017)

Mishra et al.

(2017) Su

et al. (2015)

Ribeiro et al.

(2016b)

Posthoc Model-

agnostic

Uses interpretable

models to explain

black-box model.
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Continuation of Table 2

Work(s) Category Approach Description

Craven

(1996)

Domingos

(1998)Zhou

& Hooker

(2016) Thi-

agarajan

et al. (2016)

Johansson

& Niklas-

son (2009)

Craven

(1996)Bastani

et al. (2017)

Posthoc Model-

agnostic

Uses Decision Tree

to explain black-box

model.

Che et al.

(2016)Hooker

(2004)

Posthoc Model-

agnostic

Uses interpretable

models to simplify

black-box models.

Datta et al.

(2016) Adler

et al. (2018)

Koh & Liang

(2017)

Posthoc Model-

agnostic

Uses influence func-

tion to trace the pre-

diction of a given

model back to the

training data. Thus,

identifies the main

training points.
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Continuation of Table 2

Work(s) Category Approach Description

Cortez &

Embrechts

(2011) Cortez

& Embrechts

(2013)

Posthoc Model-

agnostic

Uses sensitive anal-

ysis (Sensitivity) to

measure the impor-

tance of features.

Lundberg &

Lee (2017)

Strumbelj &

Kononenko

(2010) Chen

et al. (2021)

Posthoc Model-

agnostic

Uses the concept of

game theory (Shap-

ley values) to cal-

culate the marginal

contribution of fea-

tures.

Fong &

Vedaldi

(2017)

Dabkowski &

Gal (2017)

Posthoc Model-

agnostic

Uses image saliency

method to identify

unique features

Henelius

et al. (2017)

Henelius et al.

(2014)

Posthoc Model-

agnostic

Uses feature interac-

tion method to ex-

plain machine learn-

ing models.

Krause et al.

(2016)

Posthoc Model-

agnostic

Uses local explana-

tions to explain ma-

chine learning mod-

els.
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Continuation of Table 2

Work(s) Category Approach Description

Lundberg &

Lee (2017)

Baehrens

et al. (2010)

Posthoc Model-

agnostic

Uses rule-based

learning to un-

derstand why the

model made a certain

prediction (local

explanation).

Ribeiro et al.

(2018)

Posthoc Model-

agnostic

Uses rules to under-

stand why the model

made a certain pre-

diction (local expla-

nation).

Robnik-

Šikonja &

Kononenko

(2008)

Posthoc Model-

agnostic

Uses visualization

methods to under-

stand the prediction

of black-box models

Martens

& Provost

(2014) Chen

et al. (2017)

Posthoc Model-

agnostic

Uses interpretable

models to understand

why the model made

a certain prediction

(local explanation).

Che et al.

(2016) Lund-

berg & Lee

(2017) Gold-

stein et al.

(2015) Casal-

icchio et al.

(2018)

Posthoc Model-

agnostic

Uses conditional and

Shapley plots for vi-

sual explanation.
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Continuation of Table 2

Work(s) Category Approach Description

Fong &

Vedaldi

(2017)Cortez

& Embrechts

(2011)Cortez

& Embrechts

(2013)

Posthoc Model-

agnostic

Uses Sensitive Anal-

ysis for visual expla-

nation.

Dabkowski &

Gal (2017)

Posthoc Model-

agnostic

Uses Salience Anal-

ysis for visual expla-

nation.

Xu et al.

(2018)

Henelius

et al. (2017)

Apley &

Zhu (2020)

Hoffrage

& Gigeren-

zer (1998)

Robnik-

Šikonja &

Kononenko

(2008)

Posthoc Model-

agnostic

Uses visualization

techniques to find

important features.

Tan et al.

(2020) Deng

(2019) Hara

& Hayashi

(2016)

Posthoc Model-

agnostic

Uses Decision Tree

to explain ensembles

and Multiple Classi-

fier Systems (MCS).
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Continuation of Table 2

Work(s) Category Approach Description

Palczewska

et al. (2014)

Welling

et al. (2016)

Tolomei et al.

(2017) Auret

& Aldrich

(2012)

Posthoc Model-

specific

Uses feature impor-

tance to explain en-

sembles and MCS.

Welling et al.

(2016) Auret

& Aldrich

(2012) Rajani

& Mooney

(2018a)

Rajani &

Mooney

(2018b)

Posthoc Model-

specific

Uses Variable Impor-

tance to explain en-

sembles and MCS.
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Continuation of Table 2

Work(s) Category Approach Description

Barakat &

Diederich

(2008)

Barakat &

Bradley

(2007)

Chaves et al.

(2005) Fu

et al. (2004)

Zhang et al.

(2005) Navia-

Vázquez

& Parrado-

Hernández

(2006) Nunez

et al. (2006)

Chen et al.

(2007) Núñez

et al. (2002)

Posthoc Model-

specific

Uses Rule-based

learning to explain

SVM.

Sollich (2002)

Sollich (1999)

Posthoc Model-

specific

Uses probabilistic

models to explain

SVM.

Haasdonk

(2005)

Posthoc Model-

specific

Uses a surrogate

model based on geo-

metric interpretation

to explain SVM.
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Continuation of Table 2

Work(s) Category Approach Description

Gaonkar

et al. (2015)

Landecker

et al. (2013)

Rosenbaum

et al. (2011)

Posthoc Model-

specific

Uses Feature Con-

tribution to explain

SVM.

Üstün et al.

(2007)

Jakulin

et al. (2005)

Posthoc Model-

specific

Uses Internal Visu-

alization to explain

SVM.
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Continuation of Table 2

Work(s) Category Approach Description

Augasta

& Kathir-

valavaku-

mar (2012)

Zhou et al.

(2003)Craven

& Shavlik

(1994) Fu

(1994) Towell

& Shavlik

(1993) Thrun

(1995) Se-

tiono & Leow

(2000)Taha &

Ghosh (1999)

Tsukimoto

(2000) Ar-

batli & Akin

(1997)

Posthoc Model-

specific

Uses Rule-based

learning to explain

Multi-Layer Neural

Networks.
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Continuation of Table 2

Work(s) Category Approach Description

Craven

(1996) Che

et al. (2016)

Wu et al.

(2018) Frosst

& Hinton

(2017) Kr-

ishnan et al.

(1999) Thia-

garajan et al.

(2016) Zilke

et al. (2016)

Schmitz et al.

(1999) Hinton

et al. (2015)

Adebayo

et al. (2018)

Papernot &

McDaniel

(2018)

Posthoc Model-

specific

Uses Decision

Tree to explain

Multi-Layer Neural

Networks.

Montavon

et al. (2017)

Posthoc Model-

specific

Uses deep Taylor

decomposition to

explain Multi-Layer

Neural Networks.
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Continuation of Table 2

Work(s) Category Approach Description

Li et al.

(2021b)

Posthoc Model-

specific

Uses a specific neu-

ral network architec-

ture to make it in-

terpretable as logistic

regression.

Kindermans

et al. (2017)

Shrikumar

et al. (2016)

Féraud &

Clérot (2002)

Shrikumar

et al. (2017)

Féraud &

Clérot (2002)

Posthoc Model-

specific

Uses feature im-

portance to explain

Multi-Layer Neural

Networks.

Sundararajan

et al. (2017)

Krishnan &

Wu (2017)

Posthoc Model-

specific

Uses Sensitive Anal-

ysis to explain Multi-

Layer Neural Net-

works.

Kim et al.

(2018) Dong

et al. (2017)

Posthoc Model-

specific

Uses activation clus-

ters (concept-based

approach) to explain

Multi-Layer Neural

Networks.

Lei et al.

(2016) Li

et al. (2015)

Posthoc Model-

specific

Uses Caption Gen-

eration to explain

Multi-Layer Neural

Networks.
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Continuation of Table 2

Work(s) Category Approach Description

Papernot &

McDaniel

(2018)

Posthoc Model-

specific

Uses Salience Anal-

ysis for visual ex-

planation of Multi-

Layer Neural Net-

works.

Tan et al.

(2015) Rieger

et al. (2020)

Zhang et al.

(2019)

Posthoc Model-

specific

Uses Architecture

Modification to

explain Multi-Layer

Neural Networks.

Bach et al.

(2015)

Posthoc Model-

specific

Uses Decision Tree

to explain Convolu-

tional Neural Net-

works (CNN).

Nguyen et al.

(2016) Samek

et al. (2017)

Bach et al.

(2015)

Posthoc Model-

specific

Uses activations to

explain CNN.

Akula et al.

(2020)

Posthoc Model-

specific

Uses concept-based

approach to explain

CNN.

Nguyen et al.

(2016)

Posthoc Model-

specific

Uses Feature Extrac-

tion to explain CNN.

Sundararajan

et al. (2017)

Posthoc Model-semi-

agnostic

Uses Axiomatic attri-

bution to explain the

family of deep neural

networks.
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Continuation of Table 2

Work(s) Category Approach Description

Erhan et al.

(2009)

Posthoc Model-semi-

agnostic

Uses visualization

techniques to explain

the family of deep

neural networks.

Mahendran

& Vedaldi

(2015)

Posthoc Model-semi-

agnostic

Uses Inverting

Method (IM) to

explain the fam-

ily of deep neural

networks.

Yosinski et al.

(2015)

Posthoc Model-semi-

agnostic

Uses Visualization

techniques to explain

the family of deep

neural networks.

Bonifazi et al.

(2024)

Posthoc Model agnos-

tic

Leveraging network

theory for supporting

XAI on classifiers.

End of Table

7. Metrics for XAI

XAI aims to create models whose decisions can be understood and trusted by hu-

mans. Evaluating the effectiveness of explanations provided by XAI models is crucial

for their deployment in real-world applications. Several metrics have been proposed to

assess the quality of explanations, which can be broadly categorized into objective and

subjective metrics.

7.1. Objective Metrics

Objective metrics are quantitative measures that do not rely on human judgment.

These metrics often focus on the fidelity, completeness, and accuracy of the explana-
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tions.

Fidelity:. Fidelity measures how accurately the explanation reflects the behavior of the

model. An explanation with high fidelity accurately represents the decision-making

process of the model Ribeiro et al. (2016a). Fidelity can be quantified using metrics

such as cosine similarity or mean squared error between the predictions of the original

model and the simplified model.

Completeness:. Completeness evaluates whether the explanation includes all the rele-

vant information used by the model to make a decision Ribeiro et al. (2016a).

Accuracy:. Explanation accuracy measures how correct the explanation is in describ-

ing the underlying model Ribeiro et al. (2016a).

7.2. Subjective Metrics

Subjective metrics involve human judgment and measure the perceived quality of

explanations from the user’s perspective. These metrics include interpretability, trust,

and usability.

Interpretability:. Interpretability assesses how easily a human can understand the ex-

planation Lipton (2016).

Trust:. Trust measures the degree to which users believe and rely on the explanations

provided by the model Doshi-Velez & Kim (2017).

Usability:. Usability evaluates how practical and helpful the explanations are for users

in making decisions or gaining insights Doshi-Velez & Kim (2017).

7.3. Hybrid Metrics

Some metrics combine both objective and subjective elements to provide a compre-

hensive evaluation of explanations. For instance, Doshi-Velez and Kim (2017) propose

a framework that includes both human-grounded evaluation and application-grounded

evaluation, merging quantitative and qualitative aspects to assess explanations Doshi-

Velez & Kim (2017).
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8. Challenges/Issues and Improvement in XAI

The works presented in this article are somehow effective in achieving XAI. How-

ever, there are still some challenges that need further investigation. In this section, we

have identified the following four research challenges/issues. The selection of these

challenges is based on 1) our gaps analysis of the existing XAI techniques; 2) our

discussion and work with our industry partners.

8.1. The balance between explainablity and accuracy

The world is facing a historical shift toward automating almost everything in our

life Abusitta et al. (2019). As a result, there is a pressing need to find robust explainable

machine learning algorithms. In fact, most of the effective XAI methods proposed in

the literature are ”not built-in,” meaning the XAI method can be applied only after the

machine learning algorithm has already made the decision Došilović et al. (2018). One

should note that it is always better to have a machine learning algorithm that is inter-

pretable in nature (like a linear model) and is able to provide high accuracy (like a deep

neural network). Finding the balance between accuracy and explainability is challeng-

ing. To achieve that, we argue researchers to find a unified framework that integrates

interpretable models, which guarantee the explainability, and deep learning models,

which somehow guarantee high accuracy. Although surrogate models are somehow

able to do that, these models, however, are just trying to approximate the decision of

deep learning models using interpretable models to enhance the explainability. This

makes the resultant accuracy closer to interpretable models (e.g., decision tree) than

deep learning models.

8.2. Integration of XAI into Integrated Development Environments for machine learn-

ing

It is important for machine learning developers to integrate XAI techniques (e.g.,

surrogate models) into their AI projects. This can be achieved by integrating XAI

techniques into the Integrated Development Environments (IDEs) for machine learning

(e.g., RStudio). Machine learning developers then can use these techniques by calling

and importing XAI-related libraries into their work space. An IDE should also provide
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developers with the ability to evaluate to what extent their learned models are able

to explain decisions, with recommendations on how to better achieve explainability

without loss of accuracy. To achieve that, we suggest designing XAI-related APIs

that can be called to evaluate the explainability of the learned model (e.g., deep neural

network) using a surrogate model. The called API should evaluate each interpretable

model (e.g., decision tree) by training it and approximate the decisions provided by

the learned model (see surrogate models in Section 5.2.1). After training, the API can

measure how close the interpretable model is to the learned model. By doing that for

every interpretable model, the API would be able to find the best interpretable model

that can be used to explain the learned model, without loss of accuracy.

8.3. Adversarial attacks on XAI

Adversarial attacks are actions that can be performed by attackers to fool the ma-

chine learning models into making erroneous decisions de Mello (2020); Chakraborty

et al. (2018). For example, an attacker can generate adversarial examples which are in-

puts designed to cause the learned model to make a mistake (an incorrect decision). Ad-

versarial examples can also fool explainable machine learning models by making them

produce incorrect and inconsistent explanations (Camburu, 2020; Kuppa & Le-Khac,

2020). Adversarial attacks on XAI can be defined as actions that can be performed

by attackers to fool the machine learning models into making erroneous explanations.

For example, assume there is a deep neural network model that is trained to classify

animals. The model is also trained to give explanations of its classifications (e.g., this

is a cat because it has fur, claws, and whiskers). An attacker can generate adversarial

examples that make the deep neural network model generate a mistake not only in the

classification but also in the explanation (e.g., this is a fish because it has fur, claws, and

whiskers!). Recently, Dombrowski et al. (2019) showed that machine learning mod-

els can be manipulated (producing un-understandable explanations) using perturbed

images. Specifically, they experimentally showed the possibility of manipulating ex-

planations by adding perceptible perturbations to the input that maintain the neural net-

work model’s output unchanged. Similarly, Heo et al. (2019) propose a new approach

to fooling XAI by fine-tuning the model to undermine its explainability. While sev-
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eral mechanisms have been proposed to protect the machine learning models against

adversarial examples (e.g., adversarial training (Song et al., 2018) and model aggre-

gation Rieger & Hansen (2020)), these solutions are generally not mature enough to

preserve the balance between accuracy and explainability. Therefore, we suggest that

the solution for defending against adversarial attacks on XAI should not only protect

the model against adversarial attacks, but also preserve or enhance the overall accuracy.

To achieve that, we suggest conducting research on finding the best unified framework

that integrates adversarial training, which is one of the famous approaches in the litera-

ture used for mitigating adversarial attacks, into interpretable models and deep learning

models.

8.4. Efficiency and scalability

A practical explainable machine learning can help machine learning developers

interpret predictions on-the-fly by considering the scalability of XAI methods. It is im-

portant to note that scalability is an important factor, especially when we adopt model-

agnostic XAI methods, as they are usually expensive and time-consuming (e.g., game-

theory based XAI). These methods should be scalable as the number of features in the

database may scale up in many applications. In a practical AI application, an explain-

able AI tool’s scalability and efficiency should be evaluated using a large database that

consists of a large number of features in order to measure both accuracy and latency.

To achieve scalable model-agnostic XAI, we suggest that heuristic algorithms are used

(e.g., linear approximation Fatima et al. (2008)) instead of using the original expensive

algorithms. For example, in game theory-based explainable AI, the main challenge in

adopting the Shapley value to real-world XAI systems is its computational time which

increases exponentially with the number of features van Campen et al. (2018). The

approximation method can approximate the value of the Shapley value and produce a

value that is very close to it Fatima et al. (2008); van Campen et al. (2018).

8.5. Enhancing XAI using Large Language Models

Large Language Models (LLMs) hold immense potential to revolutionize the eX-

plainable Artificial Intelligence (XAI) field by enhancing interpretability, transparency,
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and trust in AI systems Zhao et al. (2024). By generating human-readable explanations

for their outputs, LLMs enable users to understand the rationale behind AI decisions,

fostering trust and accountability. Moreover, they can provide domain-specific expla-

nations tailored to diverse user needs, from medical diagnostics to educational con-

texts, improving usability and acceptance. Additionally, LLMs contribute to ethical

considerations by surfacing biases and ethical implications, empowering stakehold-

ers to mitigate risks and promote fairness. Through continuous training and iteration,

LLMs evolve to provide more informative explanations, supporting informed decision-

making and regulatory efforts for ethical AI usage. In essence, the impact of LLMs on

XAI is profound, offering opportunities to enhance transparency, accountability, and

user empowerment in AI systems across various domains. Overall, the impact of LLMs

on the XAI field is multifaceted, offering opportunities to enhance transparency, trust,

and accountability in AI systems across various domains while also addressing ethical

considerations and empowering users. However, it’s essential to continue research and

development efforts to maximize the benefits of LLMs while mitigating potential risks

and challenges.

8.6. Complexity and Interpretability Trade-off

One of the fundamental challenges in XAI lies in striking the right balance between

providing understandable explanations and maintaining the fidelity of complex mod-

els. This dilemma arises because, often, the more accurate and complex a model is, the

harder it becomes to explain its decisions in a simple and interpretable manner. This

trade-off can limit the adoption and utility of XAI techniques, particularly in domains

where interpretability is crucial, such as healthcare or finance. If the explanations pro-

vided are too simplistic, users might not trust them, while overly complex explanations

may not be comprehensible to non-experts. To address this challenge, researchers are

exploring various approaches, such as designing hybrid models that combine the trans-

parency of simpler models with the accuracy of complex ones or developing post-hoc

explanation methods that translate complex model behavior into more understandable

forms.
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8.7. Black Box Interpretability

Another significant challenge in XAI is presented by techniques that offer only

black-box interpretations. In such cases, the explanation provided does not directly

reveal how the model arrived at its decision. Instead, these methods may rely on sur-

rogate models or feature importance scores that are not easily interpretable by humans.

Black-box interpretations can erode trust in AI systems, as users may be skeptical

of decisions they cannot understand or explain. Moreover, in regulated industries or

applications where transparency is required, black-box interpretations may not meet

legal or ethical standards. To address this challenge, efforts are underway to develop

XAI methods that provide more transparent explanations, such as generating human-

understandable rules or visualizations that elucidate the decision-making process of the

model. Additionally, improving model transparency and documentation can enhance

trust in black-box systems.

8.8. Robustness and Stability

Many XAI methods lack robustness and stability, meaning that small perturbations

in the input data or changes in model parameters can lead to significantly different ex-

planations. This inconsistency undermines the reliability of explanations and hinders

their usefulness in decision-making processes. Unstable explanations can lead to con-

fusion and mistrust among users, especially in high-stakes applications where decision

confidence is paramount. Moreover, the inability to rely on consistent explanations can

hinder the deployment of XAI systems in real-world scenarios. To improve robustness

and stability, researchers are investigating methods to quantify the uncertainty of expla-

nations and assess their sensitivity to input variations. Techniques such as sensitivity

analysis and uncertainty estimation can help identify and mitigate sources of instability

in XAI methods, enhancing their reliability and usability.

9. Conclusion

This paper presents a comprehensive survey of key publications that have signifi-

cantly advanced the field of XAI. Our work delivers three primary contributions, each
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emphasizing critical insights and findings from our research. Firstly, we introduce a

novel taxonomy for XAI techniques, offering a structured framework that facilitates

a deeper understanding and comparison of the latest advancements in XAI. This tax-

onomy not only organizes existing knowledge but also highlights relationships and

differences among various methods, promoting a clearer perspective on the state-of-

the-art in XAI. Secondly, we perform a detailed comparative analysis of current XAI

methodologies. Using our proposed taxonomy, we evaluate these techniques to iden-

tify their respective strengths and weaknesses. This analysis provides valuable guid-

ance for researchers and practitioners in selecting the most suitable XAI methods for

their specific needs and applications. Finally, we identify and discuss several emerg-

ing challenges within the XAI landscape. These include the critical need to balance

model accuracy with interpretability, the imperative to enhance the efficiency and scal-

ability of XAI methods for handling large-scale datasets, and the urgent requirement

to protect XAI systems from adversarial attacks. We also underscore the importance

of integrating XAI capabilities into existing machine learning platforms, empowering

developers to seamlessly incorporate explainability into their models. By addressing

these challenges and offering practical guidelines, our survey aims to propel the ad-

vancement and widespread adoption of XAI. We envision our contributions facilitating

more transparent, trustworthy, and effective AI systems across various domains and

applications, ultimately fostering greater trust and understanding of AI technologies.
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